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DETAILED ACTION 



Claims 1-19 have been presented for examination. 



Claim Rejections - 35 USC § 103 



The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-5, 10-13, and 18 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Mamata, (U.S. Patent No. 6,067,589 and Mamata hereinafter), in 

view of Angelo et al., (U.S. Patent No. 5,748,888 and Angelo hereinafter). 

Regarding claim 1 , Mamata discloses a method for securing access to a 
keyboard driver in a host computer, wherein said host computer includes a host 
processor that manages communication between said keyboard driver and a keyboard 
attached to said host computer, said method comprising: 

receiving a packet on a bus that provides a communication medium between 
said keyboard and said host computer (Col. 7, lines 7-67 and Col. 8, lines 1-34). 

Mamata does not expressly disclose setting an input secure bit only in response 
to determining that said packet originated from said keyboard. 

However, Angelo discloses 
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setting an input secure bit only in response to determining that said packet 
originated from said keyboard, wherein said set input secure bit is subsequently utilized 
to access said keyboard driver from said host processor (Col. 7, lines 14-67). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Mamata with the teachings 
of Angelo because it would allow to include setting an input secure bit only in response 
to determining that said packet originated from said keyboard with the motivation to 
provide a secure keyboard communications channel and overcome the problem of 
keyboard sniffing (Angelo, Col. 2, lines 1-50). 

Regarding claim 2, Mamata does not expressly disclose further comprising 
reading said input secure bit to determine whether or not said keyboard driver may be 
accessed by said host processor. 

However, Angelo discloses further comprising reading said input secure bit to 
determine whether or not said keyboard driver may be accessed by said host processor 
(Col. 7, lines 35-47). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Mamata with the teachings 
of Angelo because it would allow to include setting an input secure bit only in response 
to determining that said packet originated from said keyboard with the motivation to 
provide a secure keyboard communications channel and overcome the problem of 
keyboard sniffing (Angelo, Col. 2, lines 1-50). 
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Regarding claim 3, Mamata does not expressly disclose setting an input secure 
bit only in response to determining that said packet originated from said keyboard. 
However, Angelo discloses further comprising: 

detecting if said input secure bit has been read, and in response to detecting that 
said input secure bit has been read, clearing said input secure bit (Col. 7, lines 47-67 
and Col. 8, lines 1-67). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Mamata with the teachings 
of Angelo because it would allow to include setting an input secure bit only in response 
to determining that said packet originated from said keyboard with the motivation to 
provide a secure keyboard communications channel and overcome the problem of 
keyboard sniffing (Angelo, Col. 2, lines 1-50). 

Regarding claim 4, Mamata discloses further comprising scanning packets on 
said bus during operation of said host processor (i.e., the SM-BIOS reads and interprets 
the packets of USB Keyboard from the USB Host Controller to transform it into data 
corresponding to PS/2 keyboard ...)(Col. 7, lines 7-67 and Col. 8, lines 1-34). 

Regarding claim 5, Mamata discloses wherein said keyboard includes a 
keyboard controller for receiving and responding to keystrokes from said keyboard, and 
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wherein said method further comprises determining whether said packet originated from 
said keyboard controller (Col. 1 , lines 35-55). 

Regarding claim 10, Mamata discloses a system for securing access to a 
keyboard driver in a host computer, wherein said host computer includes a host 
processor that manages communication between said keyboard driver and a keyboard 
attached to said host computer, said system comprising: 

processing means for receiving a packet on a bus (i.e., USB Host Controller) that 
connects said keyboard to said host processor (i.e., reception of data from USB 
keyboard), and processing means for determining whether said packet originated from 
said keyboard (i.e., the SM-BIOS reads and interprets the packets of USB Keyboard 
from the USB Host Controller to transform it into data corresponding to PS/2 keyboard 
...)(Col. 7, lines 7-67 and Col. 8, lines 1-34). 

Mamata does not expressly disclose setting an input secure bit only in response 
to determining that said packet originated from said keyboard. 

However, Angelo discloses 

processing means responsive to determining that said packet originated from 
said keyboard for setting an input secure bit that is read by said host processor to 
selectively provide access to said keyboard driver in accordance with verification that 
said keyboard originated said packet (Col. 7, lines 14-67). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Mamata with the teachings 



Application/Control Number: 09/734,105 Page 6 

Art Unit: 2131 

of Angelo because it would allow to include setting an input secure bit only in response 
to determining that said packet originated from said keyboard with the motivation to 
provide a secure keyboard communications channel and overcome the problem of 
keyboard sniffing (Angelo, Col. 2, lines 1-50). 

Regarding claim 1 1 , Mamata does not expressly disclose setting an input secure 
bit only in response to determining that said packet originated from said keyboard. 
However, Angelo discloses further comprising: 

processing means for detecting if said input secure bit has been read, and 
processing means responsive to detecting that said input secure bit has been read for 
clearing said input secure bit (Col. 7, lines 47-67 and Col. 8, lines 1-67). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Mamata with the teachings 
of Angelo because it would allow to include setting an input secure bit only in response 
to determining that said packet originated from said keyboard with the motivation to 
provide a secure keyboard communications channel and overcome the problem of 
keyboard sniffing (Angelo, Col. 2, lines 1-50). 

Regarding claim 12, Mamata discloses further comprising processing means for 
scanning packets on said bus during operation of said host processor (i.e., the SM- 
BIOS reads and interprets the packets of USB Keyboard from the USB Host Controller 
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to transform it into data corresponding to PS/2 keyboard ...)(Col. 7, lines 7-67 and Col. 
8, lines 1-34). 

Regarding claim 13, Mamata discloses wherein said keyboard includes a 
keyboard controller for receiving and responding to keystrokes from said keyboard, and 
wherein said method further comprises determining whether said packet originated from 
said keyboard controller (Col. 1, lines 35-55). 

Regarding claim 18, Mamata discloses a system for securing access to a 
keyboard driver in a host computer, wherein said host computer includes a host 
processor that manages communication between said keyboard driver and a keyboard, 
said system comprising: 

a processor for analyzing traffic on a bus that connects said keyboard to said 
host computer, wherein said processor identifies packets that originate from said 
keyboard (Col. 5, lines 29-67 and Col. 6-7, lines 1-67 and Col. 8, lines 1-34). 

Mamata does not expressly disclose setting an input secure bit only in response 
to determining that said packet originated from said keyboard. 

However, Angelo discloses 

an input secure bit that is set in response to said processor identifying a packet 
originating from said keyboard, wherein said input secure bit is utilized by said host 
processor to provide selective access to said keyboard driver (Col. 7, lines 14-67). 
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Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Mamata with the teachings 
of Angelo because it would allow to include setting an input secure bit only in response 
to determining that said packet originated from said keyboard with the motivation to 
provide a secure keyboard communications channel and overcome the problem of 
keyboard sniffing (Angelo, Col. 2, lines 1-50). 

Claims 6-9, 14-17, and 19 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Mamata, (U.S. Patent No. 6,067,589 and Mamata hereinafter) and 
Angelo et al., (U.S. Patent No. 5,748,888 and Angelo hereinafter), in view of Rawlins, 
(U.S. Patent No. 6,216,183 and Rawlins hereinafter). 

Teachings of Mamata and Angelo have been discussed previously. 

Regarding claim 6, the combined teaching of Mamata and Angelo does not 
expressly disclose further comprising determining a device address of said keyboard 
upon initialization of said keyboard with respect to said host computer. 

However, Rawlins discloses further comprising determining a device address of 
said keyboard upon initialization of said keyboard with respect to said host computer 
(Col. 3, lines 26-67 and Col. 4, lines 1-45). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the combined teachings of Mamata and 
Angelo with the teachings of Rawlins because it would allow to include determining a 
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device address of said keyboard upon initialization of said keyboard with respect to 
said host computer with the motivation to prevent unauthorized access of the system 
memory, especially in situations where the user-entered password is input to the 
system memory from a USB input device, such as a USB keyboard (Rawlins, Col. 1 , 
lines 45-60). 

Regarding claim 7, Mamata does not expressly disclose setting an input secure 
bit only in response to determining that said packet originated from said keyboard. 

However, Angelo discloses an input secure bit that is set in response to said 
processor identifying a packet originating from said keyboard (Col. 7, lines 14-67). 

The combined teaching of Mamata and Angelo does not expressly disclose 
wherein said step of determining a device address further comprises reading an 
address field of said data packet, determining whether or not said address field matches 
said keyboard device address. 

However, Rawlins discloses wherein said step of determining a device address 
further comprises: 

reading an address field of said data packet, determining whether or not said 
address field matches said keyboard device address (Col. 6, lines 17-65). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Mamata with the teachings of 
Angelo because it would allow to include setting an input secure bit only in response to 
determining that said packet originated from said keyboard with the motivation to 
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provide a secure keyboard communications channel and overcome the problem of 
keyboard sniffing (Angelo, Col. 2, lines 1-50), and to modify the combined teachings of 
Mamata and Angelo with the teachings of Rawlins because it would allow to include 
setting said input secure bit in response to determining that said address field matches 
said keyboard device address with the motivation to prevent unauthorized access of the 
system memory, especially in situations where the user-entered password is input to the 
system memory from a USB input device, such as a USB keyboard (Rawlins, Col. 1, 
lines 45-60). 

Regarding claim 8, the combined teaching of Mamata and Angelo does not 
expressly disclose wherein said bus is a Universal Serial Bus (USB) such that said 
keyboard is identified by a USB device address, said step of determining a device 
address further comprising reading a USB address field of said packet. 

However, Rawlins disclose wherein said bus is a Universal Serial Bus (USB) 
such that said keyboard is identified by a USB device address, said step of determining 
a device address further comprising reading a USB address field of said packet (Col. 6, 
lines 17-65). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the combined teachings of Mamata and 
Angelo with the teachings of Rawlins because it would allow to include the step of 
determining a device address further comprising reading a USB address field of said 
packet with the motivation to prevent unauthorized access of the system memory, 
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especially in situations where the user-entered password is input to the system memory 
from a USB input device, such as a USB keyboard (Rawlins, Col. 1, lines 45-60). 

Regarding claim 9, the combined teaching of Mamata and Angelo does not 
expressly disclose further comprising assigning a unique USB address to said 
keyboard. 

However, Rawlins disclose further comprising assigning a unique USB address 
to said keyboard (Col. 2, lines 40-67 and Col. 3, lines 1-25). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the combined teachings of Mamata and 
Angelo with the teachings of Rawlins because it would allow to include assigning a 
unique USB address to said keyboard with the motivation to provide for securing 
against accessing sensitive information entered into memory by a universal serial bus 
("USB") input device (Rawlins, Col. 1, lines 1-15). 

Regarding claim 14, the combined teaching of Mamata and Angelo does not 
expressly disclose further comprising processing means for determining a device 
address of said keyboard upon initialization of said keyboard with respect to said host 
computer. 

However, Rawlins discloses further comprising processing means (i.e., USB host 
controller within the bus interface Unit) for determining a device address of said 
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keyboard upon initialization of said keyboard with respect to said host computer (Col. 3, 

lines 26-67 and Col. 4, lines 1-45). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the combined teachings of Mamata and 
Angelo with the teachings of Rawlins because it would allow to include determining a 
device address of said keyboard upon initialization of said keyboard with respect to 
said host computer with the motivation to prevent unauthorized access of the system 
memory, especially in situations where the user-entered password is input to the 
system memory from a USB input device, such as a USB keyboard (Rawlins, Col. 1 , 
lines 45-60). 

Regarding claim 15, Mamata does not expressly disclose setting an input secure 
bit only in response to determining that said packet originated from said keyboard. 

However, Angelo discloses an input secure bit that is set in response to said 
processor identifying a packet originating from said keyboard (Col. 7, lines 14-67). 

The combined teaching of Mamata and Angelo does not expressly disclose 
wherein processing means for reading an address field of said data packet, and 
processing means for determining whether or not said address field matches said 
keyboard device address. 

However, Rawlins discloses wherein said step of determining a device address 
further comprises: 
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processing means (i.e., USB host controller) for reading an address field of said 
data packet, processing means for determining whether or not said address field 
matches said keyboard device address (Col. 6, lines 17-65). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the teachings of Mamata with the teachings of 
Angelo because it would allow to include setting an input secure bit only in response to 
determining that said packet originated from said keyboard with the motivation to 
provide a secure keyboard communications channel and overcome the problem of 
keyboard sniffing (Angelo, Col. 2, lines 1-50), and to modify the combined teachings of 
Mamata and Angelo with the teachings of Rawlins because it would allow to include 
processing means for setting said input secure bit responsive to determining that said 
address field matches said keyboard device address with the motivation to prevent 
unauthorized access of the system memory, especially in situations where the user- 
entered password is input to the system memory from a USB input device, such as a 
USB keyboard (Rawlins, Col. 1, lines 45-60). 

Regarding claim 16, the combined teaching of Mamata and Angelo does not 
expressly disclose wherein said bus is a Universal Serial Bus (USB) such that said 
keyboard is identified by a USB device address, said step of determining a device 
address further comprising processing means for reading a USB address field of said 



packet. 
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However, Rawlins disclose wherein said bus is a Universal Serial Bus (USB) 
such that said keyboard is identified by a USB device address, said step of determining 
a device address further comprising processing means (i.e., USB host controller) for 
reading a USB address field of said packet (Col. 6, lines 17-65). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the combined teachings of Mamata and 
Angelo with the teachings of Rawlins because it would allow to include the step of 
determining a device address further comprising processing means for reading a USB 
address field of said packet with the motivation to prevent unauthorized access of the 
system memory, especially in situations where the user-entered password is input to the 
system memory from a USB input device, such as a USB keyboard (Rawlins, Col. 1 , 
lines 45-60). 

Regarding claim 17, the combined teaching of Mamata and Angelo does not 
expressly disclose further comprising processing means for of assigning a unique USB 
address to said keyboard. 

However, Rawlins disclose further comprising processing means (i.e., USB host 
controller) for of assigning a unique USB address to said keyboard (Col. 2, lines 40-67 
and Col. 3, lines 1-25). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the combined teachings of Mamata and 
Angelo with the teachings of Rawlins because it would allow to include assigning a 
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unique USB address to said keyboard with the motivation to provide for securing 
against accessing sensitive information entered into memory by a universal serial bus 
("USB") input device (Rawlins, Col. 1, lines 1-15). 

Regarding claim 19, Mamata discloses wherein said host computer is a Universal 
Serial Bus (USB) host that includes a USB host controller, and wherein said bus is a 
USB that provides USB connectivity between said keyboard and said host processor. 

Mamata or Angelo does not expressly disclose that packets transferred on said 
USB. conform to USB transfer protocol. 

However, Rawlins discloses that packets transferred on said USB conform to 
USB transfer protocol (Col. 6, lines 17-32). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of applicant's invention to modify the combined teachings of Mamata and 
Angelo with the teachings of Rawlins because it would allow to include packets 
transferred on said USB conform to USB transfer protocol with the motivation to 
provide useful functionality not only when connecting to existing bi-directional serial 
lines, but also as an overall expansion port to numerous hardware resources, such as 
keyboards, mice, etc (Rawlins, Col. 1, lines 60-67). 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure: 




+ 
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Garney et al.. (U.S. Patent No. 5,890,015), 

Miller, (U.S. Patent No. 6,629,793), 

Anderson et al., (U.S. Publication No. 2003/0217123), and 

Dickens, (U.S. Publication No. 2003/0188049). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Arezoo Sherkat whose telephone number is (703) 305- 
8749. The examiner can normally be reached on 8:00-4:30 Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (703) 305-9648. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 





Arezoo Sherkat 
Patent Examiner 
Technology Center 2100 
May 3, 2004 
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